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#1

A. Installation de Rocky linux 9

Mdp root : root

B. Install service web

1. Installation de Nginx

> dnf install nginx
ion check: ©:09:28 ago on Mon Feb 12 @
Architecture

talling

Installing depenc

tream

tream

ch.rpm
.1.noarch.rpm

core-1.20.1

matthieu@loc
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7 C @ A Nonséurisé 192.168.134.132 gL 1

HTTP Server Test Page

This page is used to test the proper operation of an HTTP server after it has been installed on a
Rocky Linux system. If you can read this page, it means that the software is working correctly.

Just visiting? | am the admin, what do | do?

This website you are visiting is either experiencing problems or could You may now add content to the webroot directory for your software.
be going through maintenance.
For systems using the Ap: rver: You can add content to
If you would like the let the administrators of this website know that the directory /var/wm/htm1/. Until you do so, people visiting your
you've seen this page instead of the page you've expected, you website will see this page. If you would like this page to not be
should send them an email. In general, mail sent to the name shown, follow the instructions in: /etc/httpd/conf.d/welcome. conf.
"webmaster” and directed to the website's domain should reach the
appropriate person. For systems using Nginx: You can add your content in a location of
your choice and edit the root configuration directive in
The most common email address to send to is: /etc/nginx/nginx. conf.
"webmaster@example.com™

Note:

The Rocky Linux distribution is a stable and reproduceable platform
based on the sources of Red Hat Enterprise Linux (RHEL). With this
in mind, please understand that:

« Neither the Rocky Linux Project nor the Rocky Enterprise
oftware Foundation bave anvibing o do with this website

2. Install Php-fpm :

https: //docs.rockylinux.org/guides/web/php/

Sudo dnf install epel-release

Sudo dnf install http://rpms.remirepo.net/enterprise/remi-release-S.rpm

Sudo dnf install php

php -v

Complete!
[matthieu@localhost ~]$ php -v
PHP 8.0.30 (cli) (built: Aug 3 2023 17:13:08) ( NTS gcc x86 64 )

Copyright (c) The PHP Group
Zend Engine v4.0.30, Copyright (c) Zend Technologies

with Zend OPcache v8.0.30, Copyright (c), by Zend Technologies
[matthieu@localhost ~]$%

sudo dnf install php-fpm

sudo systemctl enable php-fpm

sudo systemctl start php-fpm

sudo systemctl status php-fpm
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Feb 12 @
installed.

~]$ sudo systemctl enable php-fpm
php-fpm

ystem/multi-user.target. hp .service » / emd/sy m/php-fpm. s

; preset: disabled)

ago

handle connections™
: 10940)

em. slice/php-fpm

1]: Sta
1]: Started T

3. Install mariadb :

https://www.digitalocean.com/community/tutorials/how-to-install-mariadb-on-rocky-linux-9

sudo dnf install mariadb-server

sudo systemctl enable mariadb

sudo systemctl start mariadb

sudo systemctl status mariadb

sudo mysql_secure_installation

mdp root : root

mysqladmin -u root -p version

[matthieu@localhost ~]$ mysqladmin -u root -p version

Enter password:

mysqladmin Ver 9.1 Distrib 10.5.22-MariaDB, for Linux on x86_64
opyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Server version 10.5.22-MariaDB

Protocol version 10

Connection Localhost via UNIX socket
UNIX socket /var/1lib/mysql/mysql.sock
Uptime: 2 min 2 sec

Threads: 1 Questions: 17 Slow queries: © Opens: 20 Open tables: 13 Queries per second avg: 9.139
[matthieu@localhost ~]$%
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C. Installation du moteur de base de données

Create database srvweb;

MariaDB> grant all privileges on srvweb.* TO 'matthieu'@'localhost’ identified by 'PASSWORD';
Flush privileges;

Mdp pour utilisateur matthieu : PASSWORD

D. Déploiement du site .fr

1. Création du repertoire pour le site web :

| mkdir -p /var/www/ecommerce.fr/

[matthieu@localhost nginx]$ sudo nano /etc/nginx/conf.d/ecommerce.fr

[matthieu@localhost nginx]$ [matthieu@localhost nginx]$

GNU nano 5.6.1 /Jetc/nginx/conf.d/ecommerce.fr
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2. Modification du fichier php-fpm.d/www.conf
GNU nano 5.6.1 /etc/php-fpm.d/www.conf Modified
; When not set, the global prefix (or @php_fpm_prefix@) applies instead.
; Note: This directive can also be relative to the global prefix.
; Default Value: none
;prefix = /path/to/pools/$pool

; Unix user/group of processes

; Note: The user is mandatory. If the group is not set, the default user's group
= will be used.

; RPM: apache user chosen to provide access to the same directories as httpd
iser = nginx

5 RPM: Keep a group allowed to write in log dir.

Broup = nginx

; The address on which to accept FastCGI requests.

; Valid syntaxes are:

'ip.add.re.ss:port’ - to listen on a TCP socket to a specific IPv4 address on
a specific port;

'[ip:6:addr:ess]:port' - to listen on a TCP socket to a specific IPv6 address on
a specific port;

'port’ - to listen on a TCP socket to all addresses
(IPv6 and IPv4-mapped) on a specific port;

' /path/to/unix/socket' - to listen on a unix socket.

- _Note- This value is mandatory.

listen = /run/php-fpm/www.sock

>
>
]
>
>
>
>
>
>

; Set listen(2) backlog.
[ Unbound key ]
Where Is ay Cut Undo Ba Set Mark
Replace

3. Modification fichier conf php

[matthieu@localhost nginx]$ cd /var/www/ecommerce.fr
[matthieu@localhost ecommerce.fr]$ 1s
[matthieu@localhost ecommerce.fr]$ cd ..

|

matthieu@localhost www]$ 1s

[matthieu@localhost www]$ cd ecommerce.fr/
[matthieu@localhost ecommerce.fr]$ sudo nano conf.php
[matthieu@localhost ecommerce.fr]$

GNU nano 5.6.1 conf.php Modified

File Mame to Write: conf.php
BE Help
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4. Implémentation du script dans le fichier datbase.sql

/var/wwi/ecommerce. fr/database.sql

NULL,
NULL,

CHARSET=1latinl AUTO_INCREMENT=1 ;

- 12 lines ]|
1-uj

5. Execution du script

[(none)]> use srvweb
Database changed

MariaDB [srvweb]> source /var/www/ecommerce.fr/database.sql

Query OK, @ rows affected (0.051 sec)

MariaDB [srvweb]>

6. Modification du fichier de conf du site

[matthieu@localhost ~]$% cd /etc/nginx/conf.d/
[matthieu@localhost conf.d]$ 1s
ecommerce.fr php-fpm.conf

[matthieu@localhost conf.d]$ cp ecommerce.fr ecommerce.fr.conf

matthieu@localhost conf.d]$ sudo rm -rf ecommerce.fr
matthieu@localhost conf.d]$ sudo systemctl restart nginx
matthieu@localhost conf.d]$ sudo systemctl status nginx
» nginx.service - The nginx HTTP and reverse proxy server
Loaded: loaded (/usr/lib/systemd/system/nginx.service; ; preset: disabled)
Drop-In: /usr/lib/systemd/system/nginx.service.d
L—phpAfpm.conf
Active: since Wed 2024-02-28 17:03:28 CET; 18s ago
Process: 1687 ExecStartPre=/usr/bin/rm -f /run/nginx.pid (code=exited, status=0/SUCCESS)
Process: 1688 ExecStartPre=/usr/sbin/nginx -t (code=exited, status=0/SUCCESS)
Process: 1689 ExecStart=/usr/sbin/nginx (code=exited, status=0/SUCCESS)
Main PID: 1690 (nginx)
Tasks: 3 (limit: 10940)
Memory: 3.2M
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7. Modification du fichier host sur le pc :

hosts

> WINDC

127.0.0.1 localhost
::1 localhost

::1 test.local #lLocal Site

127.0.0.1 test.local #local Site

::1 www.test.local #local Site

127.0.0.1 www.test.local #Local Site
192.168.134.132 www.kcommerce.fr #local Sites

8. Téléversement sur la machine des ressources :

S, PricingSubscription - srvweb - root - WinSCP — jm| X
Local Marquer Fichiers Commandes Session Options Distant Aide
k& 53 synchroniser Z* P & [ File d'attente ~ - Réglages de transfert Défaut -8~
I srvweb - root X I Nouvelle session
< D: Data - = Ty ecommerc ¥ [~ v =~ & 7 1 @ [, Rechercher des fichiers | T
EX Envoyer ~ X L7 [ propriétés [+ £ Nouveau~ - [+]
D:\Téléc icil bscription\ [var/www/ecommerce.fr/
Nom ™ Taille Type Date de modification Nom & Taille Date de modification Droits
BN Répertoire parent 12/02/2024 10:07:59 . 12/02/2024 09:09:55 TWXT-XT-X
css Dossier de fichiers ~ 12/02/2024 4 css 12/02/2024 11:28:57 TWXF-XI-X
images; Dossier de fichiers ~ 12/02/2024 images 12/02/2024 11:28:57 TWXT-XT-X
js Dossier de fichiers 12/02/2024 js 12/02/2024 11:28:57 TWXT-XT-X
| config.php 1KB Fichier source PHP 12/02/2024 10:07: =| conf.php 1KB 12/02/2024 09:40:34 TW-r--r--
[ database.sql 1KB Fichier SQL 12/02/2024 10:07:59 | config.php 1KB 12/02/2024 10:07:59 TW-r--r--
=] sign-up.php 8 KB Fichier source PHP 12/02/2024 10:07:59 [#7 database.sql 1KB 12/02/2024 10:54:34 W-r=-r--
=] sign-up.php 8 KB 12/02/2024 10:07:59 W-r--r--
< >
0Bde861KBdans0deb 0B de 884 KB dans 0 de 7
i3] SFTP-3 0:01:00
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Rendu du site :

« G @ A Nonsecurisé ecommercefr o D) O @ | Nouvelie version de Chrome disponible

Subscription Sign up Form

Standard Flemilin

$10 k$20

per month per month

Full acces acce Full access
Jocumentatior Documentatio Documentation
istomers Support Customers Support

Free Updates

Unlimited Domains

E. Déploiement du site .uk

Méme étape que pour le site .fr sans I’étape 2, pensez a bien changer les chemins en .uk et non
fr

[matthieu@localhost /]$ sudo mkdir -p /var/www/ecommerce.uk
sudo] password for matthieu:
[matthieu@localhost /]$% k

[matthieu@localhost ecommerce.fr]$ cd /var/www/ecommerce.uk/
[matthieu@localhost ecommerce.uk]$ sudo nano conf.php
[matthieu@localhost ecommerce.uk]$ _
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Transfert avec winscp des fichiers conf

D:\Téléchargements\PricingSubscription\ Jfvar/www/ecommerce.uk/
Nom Taille Type Date de modification Nom ’ Taille Date de modification Droits
= . Répertoire parent 12/02/2024 10:07:59 = 28/02/2024 18:46:29 WXT-Xr-X
css Dossier de fichiers 12/02/2024 10:07:59 css 28/02/2024 19:43:13 TWXT-Xr-X
images Dossier de fichiers 12/02/2024 10:07:59 images WXT-Xr-X
js Dossier de fichiers 12/02/2024 10:07:59 js TWXT-Xr-X
w config.php| 1KB Fichier source PHP  12/02/2024 10:07:59 | conf.php 1KB 28/02/2024 19:02:14 FWer=-r=-
[#7 database.sql 1KB Fichier SQL 12/02/2024 10:07:59 | config.php 1KB 12/02/2024 10:07:59
=| sign-up.php 8 KB Fichier source PHP 12/02/2024 10:07:59 [ database.sql 1KB 12/02/2024 10:07:59
=| sign-up.php 8KB 12/02/2024 10:07:59
N
< >

Modification du fichier conf

GNU nano 5.6.1 ecommerce.uk.conf

listen 80;
listen [::]:80;

root /var/www/ecommerce.uk/;
index index.html index.htm index.nginx-debian.html sign-up.php;

server_name ecommerce.uk >
location ~* \.php$ {
fastcgi_pass unix:/run/php-fpm/www.sock;
include fastcgi_params;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastcgi_param SCRIPT_NAME $fastcgi_script_name;

access_log /var/log/nginx/access_ecommerce.uk.log;
error_log /var/log/nginx/err commerce.uk.log;
location / {

try_files $uri $uri/ =404;

[ File 'ecommerce.uk.conf' is unwritable ]
Where Is Execute W¥ Location Undo
Replace Justify Go To Line
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Ajout dans le fichier host

C: > WINDOWS > System32 > drivers > etc > ¥ hosts > B # > [ ## Local - Start

127.0.0.1 localhost
::1 localhost

## Local - Start ##
test.local #lLocal Site
.0.0.1 test.local #local Site
www.test.local #local Site
.0.0.1 www.test.local #local Site
.168.134.132 www.ecommerce.fr #local Sites
.168.134.132 www.ecommerce.ukI#Local Sites

End ##

Création du fichier blockip.conf

[%] matthieu@localhost/etc/nginx S = a X
GNU nano 5.6.1 blockip.conf Modified
deny 192.168.134.1;,

[ Unbound key ]

F. Restriction des acces IP

1. Ajout dans le fichier de conf le fichier blockip.conf

[matthieu@localhost nginx]$ sudo nano /etc/nginx/conf.d/ecommerce.fr.conf

[matthieu@localhost nginx]$ systemctl restart nginx
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GNU nano 5.6.1 /etc/nginx/conf.d/ecommerce.fr.conf

erver {

listen 80;
listen [::]:80;

root /var/www/ecommerce.fr/;
index index.html index.htm index.nginx-debian.html sign-up.php;
include blockip.conf;

server_name ecommerce.fr ;
location ~* \.php$ {
fastcgi_pass unix:/run/php-fpm/www.sock;
include fastcgi_params;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastcgi_param SCRIPT_NAME $fastcgi_script_name;

1
s

access_log /var/log/nginx/access_ecommerce.fr.log;
error_log /var/log/nginx/error_ecommerce.fr.log;
location / {

try_files $uri $uri/ =404;

[ Read 22 lines
Where Is Execute W8 Location B Set Mark
Replace g8 Justify Go To Line

Adresse ip bloqué sur le site ecommerce.fr

€ G @ A Nonsécurisé ecommercefr r N ) M (@  Nouvelie version de Chrome disponible

403 Forbidden

nginx/1.20.1
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G. Analyse des logs

1. Installation de goaccess

Goaccess est un outil qui permets de lire plus facilement les logs

emove-potcdate.sin

9.1/po/LINGUAS
1/po/Rules-quot

1/aclocal.m4
config.sub
9.1/install-sh

@localhost nginx]$

Pour utiliser le goaccess, il faut exécuter la commande ci-contre :

Mars 2024

\ goaccess -f /var/log/nginx/accesss.log

7] matthieu@localhost:/var/log/nginx/goaccess-1.9.1

[SPACE] to toggle - [ENTER] to proceed - [q] to quit

[ ] NCSA Combin with Virtual Host
[ ] Common Log

[ ] Common Log Format ( with Virtual Host
[ ] w3

[ ] CloudFront (Download Distribution)

Log Format - [c] to add/edit format

Date Format - [d] to add/edit format

Time Format - [t] to add/edit format

|
|
|
|
\
|
|
[
|
\
\
|
|
|
|
|
\

Sélectionnez le premier (barre espace), puis faite ‘entrer’
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root@localhost:;/var/log/nginx

Dashboard - Overall Analyzed Requests

Total Reques ) Unique Visito @ Requested Files @ Referrers
Valid Requests @ Log Parsing Time Static Files
Failed Requests @ Excl. IP Hits

Log Source

Log Size
Not Found @ Tx. Amount
/var/log/nginx/access.log

> 1 - Unique visitors per day - Including spiders

2 - Requested Files (U

3 - Static Requests

[?] Help [Enter] Exp. Panel

Q/r - 14/Mar/2024:09

Matthieu LAHOUSSE

Mars 2024

= O X

[Active Panel: Visitors]

Total: 9/@

Total: @/@

Total: @/@

[gJuit GoAccess 1.8.1]



TP Mise en place d’un service web Mars 2024

#2

A. Captation des trames avec Wireshark

On observe qu’avec ’outil Wireshark on peut lire dans les trames en clair toutes les infos de
connexion

file Edit View Go Capture Analyze Statistics Telephony Tools  Help
mge R« FS S ?
-1+
No. Time Destination Protocol 2
1 6.600000 4.1 239.255.255.250 SSDP -SEARCH * HTTP/1.1
2 0.883950 192.168.134.1 239.255.255.250 SSDP 217 M-SEARCH * HTTP/1.1
3 0.945366 192.168.134.1 239.255.255.250 S5DP 212 M-SEARCH * WTTP/1.1
4 1.006745 192.168.134.1 239.255.255.250 SSDP 217 M-SEARCH * HTTP/1.1
5 1.897499 192.168.134.1 239.255.255.250 SSDP 217 M-SEARCH * HTTP/1.1
6 1.959268 192.168.134.1 239.255.255.250 SSDP 212 M-SEARCH * HTTP/1.1
7 2.620554 192.168.134.1 239.255.255.250 SSDP 217 M-SEARCH * HTTP/1.1
8 2.911270 192.168.134.1 239.255.255.250 SSDP 217 M-SEARCH * HTTP/1.1
9 2.972762 4.1 239.255.255.250 SSDP 212 M-SEARCH * HTTP/1.1
10 3.033833 A 239.255.255.250 SSDP 217 M-SEARCH * HTTP/1.1
11 4.556214 4.1 192.168.134.255 uoP 86 57621 + 57621 Len=44
12 6.606745 ox 192.168.134.132 TcP 66 40718 + 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM
13 6.607142 A 192.168.134.132 TP 66 40719 + B0 [SYN] Seqs0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM
14 6.607143 192.168.134.1 TcP 66 80 + 40718 [SYN, ACK] Seq=8 Ack=1 Win=64240 Len=0 MSS=1460 SACK_PERM WS=128
15 6.607243 192.168.134.132 TP 54 46718 + 80 [ACK] Seq=1 Ack=1 Win=1051136 Len=0
16 6.607822 192.168.134.1 TP 66 80 + 40719 [SYN, ACK] Seq=0 Ack=1 Win=64248 Len=0 MSS=1468 SACK_PERM WS=128
17 6.667962 192.168.134.1 192.168.134.132 TcP 54 40719 + 80 [ACK] Seq=1 Ack=1 Win=1051136 Len=0
18 6.618563 192.168.134.1 192.168.134.132 HTTP 880 POST / HTTP/1.1 (application/x-www-form-urlencoded)
19 6.620153 192.168.134.132 192.168.134.1 TP 54 80 + 40718 [ACK] Seq=1 Ack=827 Win=64128 Len=0
20 6.643223 192.168.134.132 192.168.134.1 Tce 1514 80 + 40718 [ACK] Seq=1 Ack=827 Win=64128 Len=1460 [TCP segment of a reassembled PDU] v
Frame 18: 880 bytes on wire (7640 bits), 880 bytes captu 2e 37 0d @a 52 65 66 65 72 65 72 3a 20 68 74 74 rer: htt ~
Ethernet II, Src: VMware_c0:00:08 (00:50:56:c0:00:08), D 70:3a 2F 2f 77.77.77 2% 65 63 6F 6d.6d 6572 63 . Scommarc
Internet Protocol Version 4, Src: 192.168.134.1, Dst: 19 S s e e A i i e
Transmission Control Protocol, Src P 40718, Dst Port 66 6c 61 74 65 8d.8s 41 6363 65 78 74 2d 4c 61 B echotia
Hypertext Transfer Protocol 6e 67 75 61 67 65 3a 20 66 72 2d 46 52 2c 66 72 nguage: fr-FR,fr
v HTML Form URL Encoded: application/x-www-form-urlencoded 3b 71 3d 30 2e 39 2c 6b 79 2d 4b 47 3b 71 3d 30 ;q=0.9,k y-KG;q=0
Form item: "Subscribe® = 1" 2e 38 2c 6b 79 3b 71 3d 30 2e 37 2¢ 65 Ge 2d 55 ky;q= ©.7,en-U
S e 53 3b 71 3d 30 2e 36 2c 65 6e 3b 71 3d 30 2e 35
2c 65 6e 2d 47 42 3b 71 3d 30 2e 34 2c 65 6e 2d
Form item: "Price® 4e 5a 3b 71 3d 30 2e 33 2c 65 6e 2d 49 de 3b 71
3d 30 2¢ 32 2c 65 6e 2d 43 41 3b 71 3d 30 2e 31
rf@geripem. con” 2¢ 65 6e 2d 41 55 3b 71 3d 30 2e 31 2¢ 65 6e 2d
- fneapyv” 5a 41 3b 71 3d 30 2e 31 ©d 8a 0d @a 53 75 62 73 Z At Subs
\Reilie iy 63 72 69 62 65 3d 31 26 50 6c 61 6e 3d 62 61 73  cribe=1& Plansbas
69 63 26 50 72 69 63 65 3d 35 2¢ 30 30 26 4e 61 ic&Price =5.008Na
Form item: ™ 6d 65 3d 7a 65 7a 65 74 26 45 6d 61 69 6c 3d 61
7a 65 72 7a 72 66 25 34 38 67 65 72 69 70 65 6d
2e 63 6f 6d 26 50 61 73 73 77 6f 72 64 3d com@Pas sword:
0350 ENTETETASHIMEME 26 50 68 6f 6o 65 3d 30 [RITMENN &Phc
<] > 39 38 37 36 35 34 33 26 54 65 72 6d 73 3d 6f 6e  9876543% Terms=on v
) 7 Bytes 846-855: Value (urlencoded-form.value) Packets: 33 - Displayed: 33 (100.0%) Profile: Default

B. Sécurisation d’un service WEB (nginx)

1. Création du fichier ‘private’ puis restriction de ’acces

[matthieu@localhost ~]$% sudo mkdir /etc/ssl/private
[ ] password for matthie
[matthieu@localhost ~]$ chmod 700 /etc/ssl/private

chmod: changing permissions of '/etc/ssl/private’: Operation not permitted
[matthieu@localhost ~]$ sudo chmod 700 /etc/ssl/private
[matthieu@localhost ~]$% _
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2. Génération du certificat

openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/ssl/private/nginx-
selfsigned.key -out /etc/ssl/certs/nginx-selfsigned.crt
Country Name (2 letter code) [XX]:fr
State or Province Name (full name) []:France

Locality Name (eg, city) [Default City]:1lille

Organization Name (eg, company) [Default Company Ltd]:Gaston Berger

Organizational Unit Name (eg, section) []:bts sio
Common Name (eg, your name or your server's hostname) []:srv web
Email Address []:matthieu.lahousse@gastonberger.fr

3. Génération un groupe DiffieHellman fort

Il permet la négociation de PFS (Perfact Forward Secrecy)

openssl dhparam -out /etc/ssl/certs/dhparam.pem 2048

enssl dhparam -out /etc/ssl/certs/dhparam.pem 2048

1c afe prime

e e R e T e e e R R

matthieu@localhost ~1%

4, Modification des fichiers de conf des sites .fr et .uk

Edition des fichiers de configuration ( /etc/nginx/conf .d) de chaque site pour intégrer le
protocole https.

[£+] matthieu@localhost:/etc/nginx/conf.d m] X

GNU nano 5.6.1 ecommerce.fr.conf Modified

nx/error_ecommerce.fr.log;

try_files $uri $uri/ =404;

listen 443 http2 ssl;
listen [::

ssl_certificate
ssl_certificate
ssl_dhparam

location ~* \.php$

$uri $uri/ =404;

}
File Name to Write: ecommerce.fr.conf,

B Append
& Cancel By Ma N3 B4 Prepend
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atthieu@localhost:/etc/nginx/conf.d (m] X
GNU nano 5.6.1 ecommerce. uk.conf Modified

5. Test la configuration

[matthieu@localhost conf.d]$ sudo nginx -t
nginx: the configuration file /etc/nginx/nginx.conf syntax is ok

ginx: configuration file /etc/nginx/nginx.conf test is successful
matthieu@localhost conf.d]$

On obtient bien ’ensemble de nos infos dans le certificat

Général

Emis pour

Emis par

Durée de validité

Empreintes SHA-

250
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6. Second test WireShark

On re-observe les trames avec WireShark et on voit que s’est chiffré maintenant

File Edit View Go Capture Analyze Statistics Telephony Wireless Help
LI e B 5 Qa8
| +
No. Time Source Destination Protocol  Length Info &l
316 20259752 192 192.168.138.132 Tep 54 30068 + 443 [ACK] Seq=1893 Ack-186860 Win=1051136 Len=0
317 20.259784 19; 192.168.134.1 TP 1514 443 + 30068 [ACK] Seq=186860 Ac 93 Win=64128 Len=1 P sogment of a reassembled PDU]

318 20.259840 192.168.134.1 e > 30068 [ACK] Seq=188320 Ack= P segment of a reassembled POU]
319 20.259868 192.1 192.168.134.132 TP 54 30068 + 443 [ACK] Seq=1893 Ack=189788 Win=1051136 Len=0

320 20.259882 192.168. 192.168.134.1 TLSV1.3 1268 Application Data

321 20.313653 192.168. Tcp 54 30068 + 443 [ACK] Seqe1893 Ack~190994 Win=10:

322 21652839 192.168. .134.132 Tep 30068 + 443 [FIN, ACK] Seq=1893 Ack=190994 W:

92.168

TLSv.3

192.168.
192.168.134
e80: :86ee:5

1 uDP
1
”
192.168.134.1
1
1

MONS. 8

tandard query 0x0000 PTR
HONS 107 Standard query @x0080 PTR _spo
55.250 sSSP 167 M-SEARCH * HTTP/1.1

134.255 uop 7621 + 57621
68.134.255 BROWSER

-_tcp.local

t._tcp.local, *

25:221

192.168.134

Announcement L

92IN0K4], Workstation, Server, NT Worl

134.255 uop 86 57621 » 57621 Len
t ARP 42 Who has 192.168.1
333 110.7" fre2 ARP 42 192.168.134.254

334 110.792618  192.168.134.132 254 DHCP.
335 110.794725  192.168.134.254 192.168.134.132 DHCP.

2542 Tell 192
at 00:50

st

318 DHCP Req nsaction I

2 DHCP 4

action

Frame 324: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\NPF_({943CBE4Q-5D22-4B8S-8288-2A008A2C9E43), id O ~|[ 0000 b9 cf e2 00 50 56 cO 60 08 08 00 45 00
Ethernet II, Src: VMware_c0:00:08 (00:50:56:c0:00:08), Dst: VMware_b9:cf:e2 (00:0c:29:b9:cf:e; 40 00 80 06 fc 65 c0 a8 86 01 <0 a8 - (p-{
Internet Protocol Version 4, Src: 192.168.134.1, Dst: 192.168.134.132 Wt de 3 BACLh I SE 308 ~ut

2l ) 2 00 00 6d G 00 00 »

v Transmission Control Protocol, Src Port: 30068, Dst Port: 443, Seq: 1894, Ack: 191018, Len: 6

Seurce Port: 30068

Destin.

[Stream index: 5]

[Conversation completeness: Complete, WITH_DATA (63)]

[TCP Segment Len: 8]

Sequence Number: 1894 (relative sequence number)

Sequence Number (r. 478500290

[Mext Sequence Nusber: 1894  (relative sequence nusber)]

Acknowledgment Nusber: 191018  (relative ack number)

Acknowledgment number (raw): 3489248319

9101 .... = Header Length: 20 bytes (5)

Flags: ©x014 (RST, ACK)

Window: @

Thiadcaid kil s dons oS i vii¢ >
7 index (tcp stream) Packets: 355 - Displayed: 355 (100.0%) Profile: Default

7. Suppression de ’ancien protocole

Et on supprime maintenant le protocole http

[matthieu@localhost ~]$ sudo firewall-cmd --remove-service=http
[sudo] password for matthieu:

Success

[matthieu@localhost ~]$ sudo firewall-cmd --list-service
cockpit dhcpv6-client https ssh
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A. Installation de 2 nouveaux serveurs rocky linux 9

1. Serveur web02

a. Snapshot de la premiere machine
b. Clone de la machine pour la création de srv web 02

Avant le démarrage, enlever et remettre la carte réseau pour changer d’ip
c. Seconnecter

Obtenir la nouvelle ip

lipa

d. Connexion en ssh

JRocky Linux 9.3 (Blue Onyx)
Kernel 5.14.8-284.11.1.e19_2.x86_64 on an x86_64

localhost login: root
word :
Last login: Thu Mar 14 89:46:45 on ttyl
[root@localhost “1# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 16868
link/loopback 88:808:00:808:88:88 brd 80:080:80:080:00:808
inet 127.8.8.1/8 scope host lo
t erred_I1ft forever

re =y
U E mtu 1588 gdisc mgq state UP group default glen 18688
:76:64:6c brd ff:ff:ff:ff:ff:ff

4.137/24 brd 192.168.134 scope global “m\mi(: nopref ixroute ens168
ferred_1ft 1789s

76 c/64 scope link nopref ixroute
valid forever preferred_Ift forever
[root@localhost ~1#
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e. Suppression du service MariaDB (et ainsi BDD)

f. Lien vers le premier serveur web

On change le localhost pour mettre [’adresse de [’autre serveur

\ /var/www/ecommerce.fr/conf.php

GNU nano 5.6.1 conf.php Modified

"mysql_user"]= 'root’;

"mysql_pass"]="root";

"hostname"]= '192.168.134.132_;

"mysal_database"] ="fr';

"data_table"]= 'srvweb';

"paypal_address"]= 'lahousse.matthieu59@gmail.com’;

Cancelled
g8 Write Out A% Where Is Execute ¥ Location Undo d Set Mark
N Read File [ Replace g8 Justify Go To Line
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GNU nano 5.6.1 conf.php Modified

"mysql_user"]= 'root’;

"mysql_pass"]="root";

"hostname"]= '196.168.134.132";

"mysal_database"] ="uk';

"data_table"]= 'srvweb';

"paypal_address"]= 'lahousse.matthieu59@gmail.com’;

k

Save modified buffer?

T

2. Install de HAO1
Installation classique d’une rocky 9

Activation du ssh pour un aspect pratique
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B. Configuration de la base de données

1. Ouverture du port 3306 sur le serveur web01

[matthieu@localhost ~]$ sudo firewall-cmd --permanent --add-port=3306/tcp
[sudo] password for matthieu:
success

[matthieu@localhost ~]$ sudo firewall-cmd --reload
success

2. On décommente la ligne

| nano /etc/my.cnf.d/mariadb-server.cnf \

| bind-address=0.0.0.0 \

GNU nano 5.6.1 /etc/my.cnf.d/mariadb-server.cnf

bind-address=0.0.0.0

§¢ Write Out s C @l Execute Q¥ Location B! Undo B Set Mark
@il Read File aste g8 Justify B Go To Line Be Copy

3. Création des users

MariaDB [(none)]> create user 'user fr'@'192.168.134.137' identified by 'root’;
Query OK, O rows affected (0.028 sec)

MariaDB [(none)]> create user 'user uk'@'192.168.134.137' identified by 'root’;
Query OK, @ rows affected (0.001 sec)

MariaDB [(none)]> grant all on srvweb.* to 'user fr'@'192.168.134.137°';
Query OK, O rows affected (0.025 sec)

MariaDB [(none)]> grant all on srvweb uk.* to 'user uk'@'192.168.134.137';
Query OK, @ rows affected (0.001 sec)
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4, Liaison a distance testée depuis le 2eme serveur web :

ocalhost ecommerce.uk]$ mysql -u user_fr -h 192.168.134.132 -p
~ pa ord:
Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 3
Server version: 5.5.5-10.5.22-MariaDB MariaDB Server

opyright (c) 2000, 2024, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type ‘help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> show database;

ERROR 1064 (42000): You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server versi
on for the right syntax to use near ‘'database' at line 1

mysql> show databases;

information_schema

i
J
|

rows in set (0.00 sec)

C. Mise en place d’un serveur HA

1. Copie le fichier de configuration de haproxy

cd /etc/haproxy

cp haproxy.cfg copiehaproxy.cfg

2. Moaodification du fichier de conf

GNU nano 5.6.1 haproxy. cfg

Read 90 lines
I t

ocation
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3. Activation de Rsyslog

Dans le répertoire

| /etc/rsyslog.conf

Modification du fichier de conf de Rsyslog

module(load="imudp")

input(type="imudp"” port="514")

4. Autorisation dans SELinux

‘ setsebool -P haproxy _connect_any 1

5. Activation de Haproxy et Rsyslog

[matthieu@localhost haproxy]$ sudo systemctl enable haproxy

Created symlink /etc/systemd/system/multi-user.targ ants/haproxy.service » /usr/lib/systemd/system/haproxy.service.
[matthieu@localhost haproxyl]$ sudo systemctl enable rsyslog

6. Accesa l’interface

Ouverture du port 8080

‘ firewall-cmd --permanent --add-port=8080/tcp

Et on se connecte :

http://192.168.134.140:8080/stats

Identifiant : haproxy

Mot de passe : haproxy
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7. Configuration de U’https

Cd /etc/pki/tls/certs

openssl req -x509 -nodes -newkey rsa:2048 -keyout /etc/pki/tls/certs/haproxy.pem -out
/etc/pki/tls/certs/haproxy.pem -days 365

1ed Name or a DN.

8. Modification fichier conf haproxy

| cd /etc/haproxy

Et on rajoute les 2 lignes dans la section globale

maxsslconn 256
tune.ssl.default-dh-param 2048

GNU nano 5.6.1 haproxy.cfg Modified
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Et dans la section front

\ bind *:443 ssl crt /etc/pki/tls/certs/haprox y.pem

GNU nano 5.6.1 haproxy.cfg Modified

Et on redémarre le service

[matthieu@localhost ~]$% sudo firewall-cmd --permanent --add-port=443/tcp
success

[matthieu@localhost ~]$ sudo firewall-cmd --permanent --add-service=https

success

[matthieu@localhost ~]$ sudo firewall-cmd --reload
success

9. On constate que les 2 serveurs remontent dans le serveur haproxy

HAProxy
Statistics Report for pid 1522

> General process information

Limit | Cor | Mex | Umit  Cur  Max  Limit | Towl  (blot | Lsst In Ot  Req Rasp Req Conn  Resp | Retr Statue LasiChk Woht | Act  Bck | Chk Dan | Dwatoe | Thie
a0 0 0 0 o 20 0 0 0 0 o w s 0 0 0s

webd?2 9 0 3 0 0 0 2 0 o ] 0
Backend 0 9 o o ° o w0 0 0 70 o o 9 0
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On peut également accéder au site web depuis l’adresse IP du ha01

« C @ | © Nonsecurise hapsy//192.168.134.140 * O/ 00 :

Subscription Sign up Form

Standard Premium

$10 $20

per month per month

Full access ull access Full access
Documentation ocumentation Documentation
Customers Support
Free Updates

Unlimited Domains Unlimited Domains

Sign Up

D. Exercices

1. On coupe un serveur web

HAProxy
Statistics Report for pid 1522

> General process information

Il apparait donc en rouge

2. On peut mettre différents modes :

e Round robin: répartit les requétes a tour de réle entre les serveurs disponibles.
Balance roundrobin
e Least connections: dirige les requétes vers le serveur avec le moins de connexions
actives. Balance leastconn
e Weighted least connections: fonctionne comme least connections mais permet de
pondérer la charge en fonction de la capacité des serveurs. balance
weighted_least_connections

server srvl 100

server srv2 50
e Source IP: affecte les requétes d'une méme adresse IP au méme serveur.
e URI: répartit les requétes selon I'URI demandée.
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A. Installation d’un 2¢™ Haproxy
Snapshot de lavm
Clone de lavm
Changement de carte réseau pour avoir une nouvelle IP
Renommer la machine
Ajout dans le fichier host pour chaque machine

192.168.134.132 web0O1

192.168.134.137 web02

192.168.134.141 HAO2_

On verifie avec un curl

B. Redondance Haproxy

1. Ouverture du port 80
Sur les 2 haproxy on ouvre le port 80

[matthieu@localhost ~]$% sudo firewall-cmd --permanent --add-port=80/tcp
success
[matthieu@localhost ~]$ sudo firewall-cmd --reload

success
[matthieu@localhost ~]$%
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2. Installation du pacemaker sur les 2 haproxy

\ dnf --enablerepo=highavailability -y install pacemaker pcs

perl-Storabl
perl-T

Tab .el9.noarch ~1-Time-Local-2
-TimeDate rch ~1-URI-5.09-3.
base-2.27 perl-constant-1.33-461.el9.noarch
-if-0 £ perl-int 3
perl-libs-4

erloading 02-480.¢ noarch
-podlato A

86_64

19.x86_64

python3-pycpa -2.20-6.e19.noarch
hon3 7-9.e19.noa
python
quota-nls-1
rocky-log
ruby .el9 0. -uby-default-gems-3
ruby-1ib .4-160.e 0.x86_6 -bigdecimal -
rubyg p-2.2. 160.e19_0.noarch rubygem-io-con
rubygem-json-2.5.1-160.e19 0 64 ‘ m-psych
rub
rubyg

omplete
[matthieu@localhost ~

3. Mise en place du cluster

On active le service au démarrage

[matthieu@localhost ~]$ sudo systmnﬂj enable pcsd

[sudo] password for matthieu:

Created symlink /etc/systemd/system/multi-user.target.wants/pcsd.service » /usr/lib/systemd/system/pcsd.service.
[matthieu@localhost ~]$ _

4, Création d’un user

user : ‘hacluster’

mdp : tphaproxy

[matthieu@localhost ~]$% sudo passwd hacluster
Changing password for user hacluster.
New password:

Retype new password:
passwd: all authentication tokens updated successfully.
matthieu@localhost ~]$%
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5. Authentification entre nos 2 nodes :

[matthieu@ha®2 ~]$% sudo pcs host auth HAO1 HAO2
[sudo] password for matthieu:
Username: hacluster

HAQ1: Authorized
[matthieu@ha02 ~]%

6. Déploiement du cluster

A faire que ha01

pcs cluster setup ha_cluster HAO1 HAO2

[matthieu@haOl ~]$% sudo pcs cluster setup ha_cluster HAO1 HAO2

No addresses specified for host 'HAQ1', using 'ha@l'’

No addresses specified for host 'HA02', using 'ha02’

Destroying cluster on hosts: 'HAQ1', 'HAQ2'...

HA@2: Successfully destroyed cluster

HAQ1: Successfully destroyed cluster

Requesting remove 'pcsd settings' from 'HAO1', 'HA@2'

HAQ1: successful removal of the file 'pcsd settings'

HA@2: successful removal of the file 'pcsd settings'

Sending 'corosync authkey', 'pacemaker authkey' to 'HAO1', 'HA®
successful distribution of the file 'corosync authkey'’
successful distribution of the file 'pacemaker authkey'
successful distribution of the file 'corosync authkey’
successful distribution of the file 'pacemaker authkey'’

Sending 'corosync.conf' to 'HAQ1', 'HAQ2'

HAQ1: successful distribution of the file 'corosync.csnf'

HA@2: successful distribution of the file 'corosync.conf’

Cluster has been successfully set up.

[matthieu@ha0l ~]$%

Pcs cluster start —all Pour lancer le cluster

Pcs cluster enable —all Pour lancer le cluster a chaque démarrage

[matthieu@ha®l ~]$ sudo pcs cluster enable --all
HA@1: Cluster Enabled

HA@2: Cluster Enabled
[matthieu@ha0l ~]$%

33 Matthieu LAHOUSSE



TP Mise en place d’un service web Mars 2024

7. Vérification des erreurs

‘ crm_verify -L -V

matthieu@ha®l ~]$ sudo crm_verify -L -V
unpack_resources) error: Resource start-up disabled since no STONITH resources have been defined
unpack_resources) error: Either configure some or disable STONITH with the stonith-enabled option

unpack_resources) error: NOTE:RClusters with shared data need STONITH to ensure data integrity
rm_verify: Errors found during check: config not valid
matthieu@haol ~]$%

8. Correction des erreurs

[matthieu@ha®l ~]$ sudo pcs property set stonith-enabled=false
[matthieu@ha®l ~]$ sudo pcs property set no-quorum-policy=ignore

9. Re vérification

[matthieu@ha®l ~]$ sudo crm_verify -L -V
[matthieu@ha0l ~]%

10. Création d’une adresse IP virtuel

Création d’une adresse IP virtuelle permettant de rediriger le trafic sur ’un ou ’autre nceud

pcs resource create virtual_ip ocf:heartbeat:IPaddr2 ip=192.168.134.130 cidr_netmask=24 op
monitor interval=30s

matthieu@ha®l ~]$ sudo pcs resource create virtual ip ocf:heartbeat:IPaddr2 ip=192.168.134.130 cidr_net
nask=24 op monitor interval=30s
matthieu@ha®l ~]$ ip a
: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default gqlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
: ens160: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc mq state UP group default qlen 1000
link/ether 00:0c:29:3d:9d:44 brd ff:ff:ff:ff:ff:ff
altname enp3s0@
inet 192.168.134.140/24 brd 192.168.134.255 scope global dynamic noprefixroute ens160
valid_1ft 1180sec preferred_lft 1180sec
inet 192.168.134.130/24 brd 192.168.134.255 scope global secondary ens160
valid_1ft forever preferred_lft forever
inet6 fe80::20c:29ff:fe3d:9d44/64 scope link noprefixroute
valid_lft forever preferred_lft forever
matthieu@ha0l ~]$%
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matthieu@ha0l ~]$% sudo pcs status resources

* virtual _ip (ocf:heartbeat:IPaddr2): Started HAOQ1
matthieu@ha0l ~]$%

11. Installation de I’agent sur les 2 serveurs

matthieu@ha@l heartbeat]$ sudo curl -0 https://raw.githubusercontent.com/thisismitch/clusteragents/master/haproxy
% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 14 100 14 2} 0 50 O --1--1-- --I--1-- --I--: 50

Et le rendre exécutable

[matthieu@ha®l heartbeat]$ sudo chmod +x haproxy

Afin de voir l’ensemble des services :

\ pcs resource agents ocf:heartbeat

[matthieu@ha®l heartbeat]$ pcs resource agents ocf:heartbeat
apache

conntrackd

corosync-gnetd

crypt

ethmonitor
exportfs
Filesystem

haproxy
iface-vlan
IPaddr2
IPsrcaddr
iSCSILogicalUnit
iSCSITarget
LVM-activate

NodeUtilization
openstack-cinder-volume
openstack-floating-ip
openstack-info
openstack-virtual-ip
oraasm

oracle
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